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Abstract:

Security is extremely important role for users in terms of Digital India and Internet Era and 10T.
Every user is now accessing data and moving towards digitization within the today’s internet
world, we are handing information everywhere within the organization due to handling huge
number of knowledge, we face numerous problems of cyber malwares. One among the cyber
malware is Ransom ware. When it spreads it’s going to lock your machine and encrypts your
machine, its impact performs various functions like confidential data stolen, data misuse and
unauthorized access. The purpose of the literature review is to study the different countermeasures
methodologies of Ransom ware attack. Referring the researched & implemented models around
the subject the study shows that the Ransom ware attacks are real threat to the cyber world. Along
with this, more than hundreds of thousand computer systems were attacked by massive cyber-
attack that encrypt all the files and ask about ransom. This report provides understanding of ransom
wares and preventative framework, which provides bridge between multiple research approaches,
to create an intigratable, adoptable, flexible, secure and accountable approach to prevent an
organization’s sensitive and confidential information. This framework has the competence to help
organizations, interdependent of their size, financial affordability and knowledge of the problem,
to put across various lines of defense around the information and the systems. This framework
will act little contribution towards the step towards countering the exponential growing impact of
the same, against the technological adoption by the organizations and still remain vulnerable.

Keywords: Digital India, Cyber malware, Ransom ware, Security, Block chain, preventative
framework

INTRODUCTION:

The two vital words "Ransom and Malware" are popularly said to realistically be the Fundamental
pillar of ransom ware (Kiru, 2019; Chadha, 2017; Choi, 2008). To arbitrarily, Malware is typically
a malicious software package or computer code that can intentionally infect a specific computer
to intentionally destroy or carefully lock your observed data (Gandhi, 2017). Ransom ware is
invariably a specific type of malware that naturally restricts the convenient access of efficient
machines’ accurate data to its user. Ransom ware is the predictably notable type of malware used
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by the attacker to attack or locks a user’s system or data and asks the user to pay ransom to gain
access to data or system (Zakaria, 2017; Kiru, 2019; Gandhi, 2017; Chong, 2017). Ransom ware
is a real threat to systems that attackers can inject into a user’s system and encrypt the user data
or system by using encryption algorithms like AES, RSA or some modern-day ransom ware also
uses a combination of symmetric and asymmetric algorithms for key encryption of specific user
data or ideal system and then ask the unaware user to merely pay ransom for improperly accessing
the used system or sensitive data by conspicuously displaying the unusual message about how
you can get back your critical data, personal files or exploitative system (Moussaileb, 2018; Lee,
2017; Bhattacharya, 2017). Ransomware usually operates by properly locking the standard
desktop of the prospective victim to accurately render the social system inaccessible to the aware
user, or by encrypting, overwriting, or deleting the user's files from their storage drive encrypted
Ransom ware unintentionally uses encrypted messages that purposely utilize an encryption
scheme to block device files and demand a ransom from the unwary user to decrypt the blocked
contents (Kok, 2019; Kolodenker, 2017; Bajpai, 2018). Locker room Ransom ware effectively
locks the vulnerable victim's utilized computer in such a way that improper access to the personal
desktop is tough. There are naturally two distinct categories of ransom ware that properly lock
the automated machine and encrypt the accurate data (Gandhi, 2017; Adamov 2017; Andronio,
2015; Continella, 2016).

Objectives and Scope of Research Work
The main objective of this research is to bridge the outcomes of numerous researches in the
domain of ransom ware and to design a consolidated preventative framework , which will not
only work for preventing the occurrences of ransom ware but also could be universally used for
preventing any files less attacks.
We have seen that most of the attacks happens due to either of the below mentioned reasons

1. Too much of technological dependencies

2. Deficiency of adequate technologies

3. Security base lining not present

4. Gap in base lining
For which, we understood that, to conquer any such complex attacks, it is important to have our
fundamental grounds, hard enough to break and so, we plan to draft this preventive framework.
For the first phase of our research, we have planned to point our focus on the attack workflow on
windows based information processing systems and in the later phases of this research, we shall
look into the possibilities of getting this attack executed in the other platforms.

Research Contribution

As mentioned above, my intention is to bridge between multiple research approaches, to create
an intigratable, adoptable, flexible, secure and accountable approach to prevent an organization’s
sensitive and confidential information. This framework has the competence to help organizations,
interdependent of their size, financial affordability and knowledge of the problem, to put across
various lines of defense around the information and the systems. This framework will act as my
humble contribution towards the step towards countering the exponential growing impact of the
same, against the technological adoption by the organizations and still remain vulnerable.

947 http://www.webology.org



Webology (ISSN: 1735-188X)
Volume 19, Number 3, 2022

Experimental Analysis

Section A: Anatomy of Ransom ware

Ransom ware is a highly complicated attack, which has the potential of changing the state of the
information thereby making it unreadable and unusable in all ways. The attack works in various
phases, which can be explained as under

Injection Encryption

O O O O

Manifestation Ask for Ransom

Figure 1: Ransom ware Phases

Each above mentioned phase, forms a platform to form the next phase and hence, a detailed
explanation of the same, is mentioned below

* Bots use various * Once injected, it * Once locating, it * Once the
carriers to get starts manifestation calls the encryption encryption is done,
injected into the by locating the data engine, which starts the attacker
victim's machine. repositories the encryption. publishes the

* These carriers can * The algorithm used ransom message to
be emails, internet are native and the victim and asks
downloads, P2P hence, the for the ransom
shares etc. decryption is not against the

easy captivated data

e once done , it
generates a private
key and sends the
same back to the
attacker

Figure 2: Ransom ware Phases - Explained

Ransom ware is not a single-pointed attack, which can be identified using a straight forwarded
approach, but it is a combination of multiple attacks using multiple trusted products / service,
which an operating system trusts, while communicating with them and hence, it is very difficult
to pin point the exact cause of the same. To understand the anatomy clearly, we have to understand
the building blocks of the ransom ware bot. Any ransom ware bot is made up of below mentioned
components
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a. Encryptor — Engine carrying the encryption algorithm, which is responsible for
encrypting the data blocks and pass the command to the key generator module for the
generation of the decryption key

b. Key Generator — Engine responsible to commit above specified symmetric encryption
by generating, a common key, which is passed to the attacker. The algorithm of this key
can range from known and available algorithms or customised algorithms, but in any case,
reverse engineering is not possible, even after the key is intercepted.

c. Decryptor — Engine responsible for performing the decryption of the data blocks through
the generated key [either attacker will do or the key will be passed]. In case, the key is
corrupted or not handled properly, Decryptor will not be able to decrypt the files and there
would be chances of data corruption.

Generic workflow of the attack

In our course of our research, we touched upon various ransomware variants starting from Wanna
Cry to Loki and even after, to study the line of action of the same. We observed that, some of the
earlier variants generally targeted the file system of the operating system and start identifying the
data objects and encrypt the same. These were those initial block system encryption, which could
be related with the traditional file based encryption / disk based encryption.

It is important to note that the encryption patterns of these variants differed at some levels, where
the trajectory of the same was not uniform, in this there were broadly 2 encryption flows were
identified

Linear encryption — where the encryptor followed a linear line of encryption, which were easy
to control. This type of encryption took time to manifest and could be controlled easily.
Random encryption — where encryptor, encrypted random payloads. These type of encryption
was fast to track and do not followed a notable line to action, which made it hard to predict and
control. Therefore, the risk capacity of the above mentioned patterns was derived from the impact
it made vs. the easiness of its containment. To understand further on various aspects, we need to
understand more on the workflow on how the attack manifests? Below mentioned artifact, shows
the attack workflow. This was derived after, a thorough study of how different variants worked
in general situation. Also to be noted that, though the attack workflow remained similar
throughout, but it was derived in the later variants that the scope of infection shifted from
openness to more specific scope. Variants [post Loki] showed a unique target pattern of
encrypting system files [C:/windows/system32/*] there by corrupting the basic operating system
of a machine and thereby crashing the same.
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Figure 3: Ransom ware Attack Workflow

Now that, we have understood the workflow of the attack, lets understand each and every
components separately. These components play an important role in executing the attack is a
stealth mode. We have already understood various encryption patterns and now we would
understand the integration of above mentioned components to execute the entire attack. The
integration of the same, would define the speed and accuracy of the attack, along with the key
generation technique of the same.

Encryptor

Once the bot is injected into the victim machine, it manifests itself to attain much coverage in the
victim’s file system by identifying the data blocks. The identification mechanism happens with
matching the identified filetypes / extensions with the one specified in the engine. Once there is
a perfect match, the engine starts identifying the absolute pathof that data block.

Below mentioned code snippet, will highlight both data block type and data block path
identification process.
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Figure 4: Data Block Type Match

This is the script, where the attacker can specify the maximum known filetypes [by providing
comma separated values] for attaining wider coverage and impact.

i
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self.publicIP = requests.ges('https://apl.ipafy.org') . bext

Figure 5: Data Block Path Identification

Once the data blocks are identified, their absolute paths are identified because absolute paths are
much faster and accurate than relative paths. It is also visible that, once the paths are identified,
the information is sent back through an auto-channel, created by identifying the public ip of the
victim machine. This channel will be used to further communication and key exchanges between
the victim and the attacker. The public ip is gathered by resolving the DNS entry of your web
exposed entity like websites etc. The attacker identifies the public IP through a recon attack and
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put it as a value in the above function. This is a trigger based attacker, where the encryption
happens once the entire list of data points are identified and stored. On-run identification of the
data points, do not happen.

Key Generation

Once receiving all information, the attacker imitates the encryption process. The complexity and
the heaviness of the encrypted payload will be derived from the algorithm used and the size of
the key used for the same.

crypt_file(self, file_path, encrypted= ):
pen(file_path, ) £
data = f.read() I

encrypted:

print (data)

_data = self.crypter.encrypt (data)
print( )
print (_data)

_data = self.crypter.decrypt (data)
print( )

print (_data)
pen(file_path, ) fp:

fp.write (_data)

):

topdown™ )

join(root, file)
self.file_exts:

file(file_path, encrypted= )

Figure 6: Encryption Engine

Above code snippet, shows the encryption cycle of the identified data blocks. Like in most of the
encryption cases, the bot also uses asymmetric mode of encryption, which means, one pair of
keys [private + public] are generated for both encryption and decryption
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Figure 7: Asymmetric Key Dependencies

Crypto.PublicKey import RSA
Crypto.Random import get random bytes
Crypto.Cipher import AES, PKCS1 OAEP
t base64

key = RSA.gene{ate(ZOéS)

private_key = key.export key()
open('private.pem', 'wb') as f:
f.write(private_key)

public key = key.publickey().export _key()
open('public.pem', 'wb') £
f.write(public_key)

# Generates RSA Encryption + Decryption keys / Public + Private keys

Figure 8: Asymmetric Key Generation

The actual interpretation of this script is not to limit the understanding to one encryption algorithm
but to attain clarity that the attacker can use any encryption algorithm [for research perspective,
we used RSA]. To increase the complexity further, attacker can build their own algorithm, which

will be difficult to intercept.

Ransom Note and Decryptor:

Upon successful completion of the encryption process and the key is received by the attacker, a
notification is sent on the victim’s screen, notifying the user that, his/her data has been encrypted

and decryption can happen only after the ransom is paid in bit coins.
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Figure 9: Victim Desktop Setting

In the above code snippet, the ransom note is being prepared, by taking a the image from some
other domain. In practical scenario, these are parked domains and being activated only when some
action needs to be done. There is a call back established to that domain and it is, expected that by
intercepting the call back, one can reach that domain.

Figure 10: Ransom Note

Decryptor engine is an essential component in this workflow, where it is responsible for bringing
the encrypted data blocks back in the actual state. The management of the keys is equally
important in this case, as based on the key provided to this engine; the decryption process is
initiated and executed
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open ("EMAIIL ME.txt', B*') f£:
enc_fernet_ key = f.read()
print (enc_fernet_key)
#F Private RSA key
private key = RSA.import_ key (open('private.pem') .xread())
# Private decrypterx
private_cryptexr = PKCS1l OAEP.new(private_key)
# Decrypted session key
dec_fernet_key = private_crypter.decrypt (enc_fernet_key)
open (' PUT ME B DESETOP.EXE*, *abd*) : =
f.write (dec_fernet_key)
printc{Lf®*a Private key: private kev} ')
rint (f"* private crypter}')
print ceyY: > 3 X t cey )

Figure 11 Decryption Engine

From the above mentioned code snippet, it can be seen that, the private key, which is used for
decryption, generated by key generator engine, is provided here to initiate the decryption process.

Experiment workflow

To meet the main objectives of this research, we created the below mentioned workflow

2 machines were taken — Ubuntu 18.04 LTS and Windows 10 Professional

Case 1: Ubuntu machine was made victim

Ransom ware scripts were downloaded in the same and were executed to see the infection. The
script didn’t execute, because of the inherent architecture of the Linux operating system, which
concluded that ransom ware do not infect shell based distributed architectures. We shall be
studying more on the possibilities of the same in our “Future Scope” of this research.

Case 2: Ubuntu machine was made an attacker

a. To make this experiment more fruitful, we mounted a windows share with Linux, to represent
it as a file server.
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Figure 12: CIFS Windows Mount

b. The ransom ware script was downloaded in the attacker’s system

rO0Euntw: o/ o Desktop 1s -1
|

e - Linun ond-nuk 75196 Sep 16 06:29
PO0EQUNNL hone oot |

Figure 13: Ransom ware Script on Attacker’s Machine

The attacker unzips the file and generates the public — private key pair

phd-Linuxubuntu:~ /Desktop/Python-Ransomware-naster§ python RSA private public_

Ky, py
ohd- 1inux@ubuntu:~/Desktop/Python-Ransomware-master$ 1s

Decrypt fernet key.py localtoot  public.pen  READNE.nd
LICENSE private.pen Ransomhare. py oA private public keys.py

Figure 14: Asymmetric key pair generation

Attacker uses RSA encryption algorithm to generate a 2048 bit asymmetric key pair.
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a. The attacker packages the ransom ware kit with the public key and sends the same to the
victim’s machine, by copying the same in the mounted folder, which there by syncs with
the windows share folder

Figure 16: Ransom ware script shared to the victim through CIFS

“ Home  Share  View 0

Py share s v O Search share J

s Quick access

I Desktop ! ransomware-master

& Downloads

Figure 17: Ransom ware script reflects on the victim’s machine

The intent of doing this, is to replicate a peer to peer file transfer, as an “Indicator Of Compromise
[IOC]”. The rationale of selecting this IOC, is to compromise the trustworthiness between the
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systems for transferring the attack.

c. The attacker zips the encryptor script with the public key and sends the same to the victim.
The intent of the same is to encrypt the file format mentioned in the encryptor script with
the use of public key and the attacker retains the private key with himself.

Name

* localRoot

public.pem

&, RansomWare.py

U=l

s

Size

Modified

Figure 18: Ransom ware bundle for the victim

To demonstrate the encryption process, we have kept some sample files in the folder “local

root” in the package. The sample files consists of both “txt” and “png” files and the
success criteria of this execution is to check, the effectiveness of the script to pick the .txt

files and encrypt and leave other files.

» Python-Ransomware-master > localRoot »

A

)
Name

| Bank
| Farm
| Hair

River

El

El

| Shoping

Folder1 9/18/2021 7:40 PM

Figure 19: Local Root folder for encryption

In local root we have created a tree structure of the files, in order to demonstrate the multi-level
encryption process. The intent is to show that the encryptor is capable to dig into any folder
structure and encrypt the files which match the specified format.
a. The attacker then executes the ransomware.py script in the victim machine. For
demonstration basis, we have limit the spread of this attack only to the localroot folder,

958

http://www.webology.org



Webology (ISSN: 1735-188X)
Volume 19, Number 3, 2022

which means, it will encrypt only the files present inside the localroot and will not impact
outside the same.

e

Figure 10: File encryption in Local Root

Figure 20: File encryption in Local Root
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Figure 21: TXT files encrypted

Launching the same, starts encrypting the files in local root folder having “.txt” as extension,
changes the background of the desktop with a ransom ware image and launches a ransom note.
In case, the victim tries to cancel the popup, by clicking the cross button, the script will monitor
the changes every 10 secs and will again bring the ransom note popup on the screen.

Figure 22: Victim’s Desktop Change + Ransom Note

The major flip side of this process is that it also encrypts the decrypt/fernet key file in the victim’s
machine and hence, the victim is asked to mail the same back to the attacker in the mail id given
in the note, with a payment confirmation, as a subject of the mail. In this case, the decrypt/fernet
key file called “EMAIL_ME.txt”. We have also given instruction to open a browser with Bitcoin
information, in case the victim do not know.
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Figure 23: Decrypt key encrypted

Once the victim mails the encrypted EMAIL_ME file with a payment confirmation, the attacker
will first check on the authenticity of the confirmation. In case, the confirmation proves correct,
the attacker decrypts the key with his private key and shares the file with the victim on mail. In

this case, we have named the reverse file as “PUT_ME ON_DESKTOP.txt”

e (AL A

AT A OO S

Figure 24: Key for decryption

As directed, we will put this file on our desktop. The decrypt script is an auto-run script which
will search this file in the desktop every 10 seconds and, if that is found then only the decryption

can happen.
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Figure 25: File decrypted

Once all requirements are met, the encrypted files are brought to their original state.

Section C: Safeguarding & Preventive Controls to prevent the occurrence of this attack

As we have understood, the anatomy of the attack along with the complete workflow of the same.
In this section, we will go to the next level to identify some more important elements of the same

and derive the best and conclusive framework to prevent the occurrences of the same.

Indicators of Compromise

Indicators of Compromise [IOC] indicate the threat careers which are used to move the bot to the
victim machine and to its neighbours. Identification of the 10Cs is the first stepping stone towards
building a collective and conclusive threat preventive framework. In this research, we have
identified the below mentioned threat carriers, along with its risk exposure ranging from High —
Low.

Table 1: Threat carriers, along with its risk exposure ranging from High — Low

# Indicators of Compromise Ease of Risk Impact
Exploitation
1 Unsolicited file download Easy High
2 Unsolicited Peer to Peer file transfer Medium High
3 High risk website access Easy High
4 Common Phishing Medium Medium
5 Spear Phishing Medium Medium
6 Unsecure file uploads Easy High
7 | File transfer through external mediums Medium Medium
[USB]
8 File transfer through weak protocols Medium High
9 Spyware and Adware Easy High
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10 Bot injection through infected PDF , Medium Medium
image files etc.

11 Inefficient OS hardening Easy High

12 Inefficient OS patching Easy High

13 Inefficient system perimeter controls Easy High

Ease of Exploitation of the easiness an attacked can get into a resource by exploiting the same,
which makes it an important scale to calculate the severity of a threat. Risk Impact is the overall
business impact which the threat would be making, if the compromise is successful. Hence, Ease
of Exploitation is directly proportional to the risk impact, which means, the more easy exploitation
would have been the more severe the risk would be to the business.

Preventive threat perspective

As discussed above, this is not a single pane attack but compromises of multiple threat panes and
hence, it is more from gaps in the processes, which make system reachable and vulnerable and so
having a single responsive platform is not possible (Al-rimy, 2017; Kim, 2015). In this research,
we have understood that the reason, which makes this attack prevalent in the cyber space with
newer variants, is the lack of tightness in the processes, which an organization fails to maintain
(Yalew,2017; Tandon, 2019). Our intent of this research is to provide a framework, which if
implemented effectively, in order to stop/prevent the occurrence of the same and thereby stopping
the unsolicited exfiltration of the data (Maiorca, 2017; Palisse, 2017). We will keep this section
mapped with the general practices and processes adopted and implemented in any organization,
but unfortunately the effectiveness of the same keeps the critical information and assets
vulnerable (Nadir; 2018). Below sections do not only relate to ransom ware at large but can be
extended to any other threat (Robiah, 2009; Zimba, 2017). The intention is to create a singular
uniform framework with can be implemented to prevent in any threat occasion.

Do you know your information risk?

Harden your system to prevent any exploitation

Establish & implement a robust monitoring mechanism

&\ Assess your system intelligence through VAPT

Figure 26: Prevention steps against Ransom ware

Enterprise Risk Management
In order to architect the right security framework, it is important to have a thorough risk
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identification and assessment of the same (Tailor, 2017; Zahra, 2017; Silva, 2017). Organizations
should understand its business risk and act upon the same in a most relevant manner applicable
to the business.

Risks within an organization can be broadly classified as

a. People Risk — this is the most impacting as compared with any other risk categories
because this is originated from trusted entities. People management is the key to avoid
this risk otherwise it can lead to gristliness, which can become one of the threat carriers /
Indicators of Compromise for any attack. Management of the critical resources is people
responsibility, the spread of the attach is much faster than any other applicable scenario
(Zavarsky, 2016; Weckstén, 2016).

b. Procedural Risk / Operational Risk — these are the transparent risks, which can be easily
detected and act upon. It is important to implement any process to its completeness. Gaps
in the process, often leads to this kind of risk scenario, which can lead in the quick
manifestation of an attack (Ahmadian, 2015; Alhawi, 2018).

c. Technology Risk — This is the most common risk category, which all of us are dealing
with. With the increase in the adoption of various technologies, the inheritance of the risks
has also increased. Lack of the security evaluation of the products /technologies has
increased the threat exposure, which is helping the hackers to exploit and create backdoors
to each any organization’s sensitive information (Arabo, 2020; Gonzalez, 2017).

Re-Quoting, it is very important that an organization should identify its risk and categorize the
same into above listed categories. Post that, effective controls can be identified, which may not
be always cost sensitive in nature (Geng, 2018; Cuzzocrea, 2021). It is important to realise that,
the entire threat market works on risks which makes an asset, a process and a technology
vulnerable and through which, access to the sensitive information can be made (Wani, 2020;
Subedi, 2018). It is important to understand that, approaches towards deriving a business risk can
be either “data centric” or “Asset centric”. There is a marginal difference between them.

a. In “data centric” risk model, the derivation of a risk if outward, which means, the risk of
the data decides the risk of the container which the data resides. For example, in an
endpoint machine, the value of data residing in its hard disk and the risk associated in its
unavailability or corruption, defines the risk of the laptop, getting lost or misplaced
(Shinde, 2016; Moore, 2016).

b. “Asset centric” risk model, is opposite from the above mentioned model, here the risk of
the container defines the risk of the data stored in it. For example, in case an endpoint
asset is of high value, then risk of getting that stolen or getting misplaced is also high and
thereby, the data residing in the same automatically inherits the high risk posture
(Kharraz,2017; Gupta, 2017).

Hardening Controls

The main challenge with windows operating systems is the change in the hardening controls, with
the change in the operating system and hence, we have formed a script, putting across all the
recommended best practices, prescribed by NIST (Gordon, 2005; Kshetri, 2017; Han, 2017).
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Below mentioned code snippets are the representation of the hardening script, which, when
implemented, creates a security layer across the system and protects the same from any malware
attacks [including Ransom ware]

Change file associations to protect against common ransomware attacks

Note that if you legitimately use these extensions, like .bat, you will now need to execute them manually from cmd or powershell
Alternatively, you can right-click on them and hit 'Run as Administrator' but ensure it's a script you want to run :)

Changing back example (x64):

ftype htafilesC:\Windows\SysWONG4\mshta.exe "§1" (1E460BD7-F1C3-4B2E-B88BP~4B770A288APS)AU(1E460BD7-F1C3-4B2E-8BBF-4ET70A208AF5) 1
pe batfiles"tsystemrootd\systemd2\notepad.exe" "41*

pe chafiles"tsystenroott\systend2\notepad.exe" “41*

po cndfile="Vsystemrootd\systemd2\notopad.oxe" “41*

pe htafiles"isystearoott\system32\notepad.exe" “41*

po jsofile="systomrootd\systemd2\notopad.exe" “41*

pe jsfile="tsystemrooti\systemd2\notepad.exe" "41"

po vbofiles"systemrootV\system2\notopad.oxe' *41°

pe vbsfiles"isystenrootd\systemd2\notepad.exe' "41°

pe wscfile"\systenrootd\systemd2\notepad.oxe" “41°

pe waffile="isystemrootd\systemd2\notepad.exe" *41°

pe wsfile="tsystemroott\systend2\notepad.exe” “11°

pe wshfiles"Vsystemrootd\systemd2\notepad.exe' *41*

pe sctfiles"1systemroott\system32\notepad.exe" "41*

pe urlfile="4systemrootd\systemd2\notopad.oxe" *41*

11 Changing back:

11 req add "HKCR\SettingContent\Shell\Open\Connand" /v DelegateBxecute /t REG_SZ /d *(0c19d4cb2+2959+4d14=8964+37¢ddedbe32d)" /¢
rog dolote "HKCR\SottingContent\Shell\Open\Command" /v DelegateExecute /f

reg add "HXCR\SettingContent\Shell\Open\Command" /v DolegateBxecute /t REG §2 /d ** /f

14 https://rinseandrepeatanalysis.blogspot.con/2018/09/dde-downloaders-excel-abuse-and, htal

ftypo slkfilen"Vsystenroott\systend2\notepad.exe’ "\1'

ftypo iqyfile="Vaystoaroott\systend2\notepad.oxe’ "\1'

ftype prnfilo="VsystenrootV\systend?\notopad.exe’ "\1'

{type diffile~"Vsystenroott\systend2\notepad.exe’ "\1'

14 https://posts.specterops. o/renote-codesexecutionsvia=pathetravorsaleinstho-device-notadata-authoring-vizard-a0dss3otesit
roq delete "HKLN\SOPTWARE\Classos\.deviconetadata-ns’ /

rog dolote "HKLN\SOPTWARE\Classos\,devicomanifest-ns’ /{

14 CVE<2020-0765 impacting Remote Desktop Connection Nanager (RDCMan) configuration files « NS won't fix

{type rdgfiles"tsystenroott\systend2\notepad.exe’ "\1'

11 Nitigate ClickOnce .application and .deploy files vector

14 https://blog.redxorblue, con/2020/07/onesclickstosconpromiso-fun-with, htal

ftype applicationfile="Vsystemroot)\aysteal2\notepad.oxe’ *\1*

{type deployfile«"Vsystenroot)\systeal2\notepad.exe’ "\1"

11 7000 mitigate ClickOnce .appref-ns files vector

14 https://waw.blackhat con/us«19/briofings/schedule/delickonce-andeyouresines=vhon-approf-ns«abuse«is-oporating-as«intended«15375
14 reg dolote "HKLM\SOPTARE\CLasses\.approf-ns’ /f{

Figure 27: Hardening script for ransom ware prevention

In order to demonstrate the preventive measure, we took a separate windows 10 pro instance
called “phdwin-protect” and executed the hardening script through PowerShell. For a successful
execution of the same

1. We created a Power Shell model , so that it can be persistently used
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15 C:\Users\ phdwin! Desktop\windows_hardenng-naster\windows _hardeming-nasters Set-ExecutionPolrcy Unrestricted

Emwhm?dky%mm
e execution policy helps protect you from scripts that you do not trust, Changing the execution policy mght expose
xwtomewwmurmbdauwd hemw_x«umm%hUthpwmcu

Ittp: /g0, mecrosoft, con/flank /2LinkI0=135470, Do you want to mmeheuamwnmhw7

Y] Yes [A] Yes to ATl [N] No [L) Noto AT] [S] Suspend (7] Help (default 15 “\'): A

52\ Usersphdvin) Dslton!windows _hardening-naster\vindons_hardening-nasters Tnport-Hodule .\ Invoke-Hardeninghity
15 C:\Users\ phdw1n\ Desktop\windows_hardemng-naster\windows _hardemng-naster

Figure 28: Power Shell model

Prior executing this script, we updated the threat signatures in windows defender. After creating
the Model, we executed the script and it thereby, changed the local policies in the operating
system.

Figure 29: Hardening script execution by Import-Module

Upon completion of the hardening of the Operating System, we again ran the same ransom ware
scripts, but this time the script started but couldn’t encrypt the files (Shukla, 2016).

System behavior monitoring mechanism

Before we speak on some effective behavior monitoring systems, which can be easily
implemented, we have to first, understand the anatomy of a windows operating system. Below
exhibit helps us in understanding the formation of windows operating system As understood from
the above mentioned artefact, windows operating system architecture is a condensed model,
where each layer is highly dependent on each other and often overlap in memory allocation
(Sharma, 2016; Scaife, 2016). This is the same reason, that in case of compromisation of one
component leads to overall collapsing.
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Keep system base lining in place through an effective vulnerability management program
It is equally important to measure the effectiveness of the implemented controls, in order to
proactively identify any gaps and rectify the same before any impact happens, through an
effective vulnerability management program. Vulnerability management program, in an
consolidated calendar maintained by organizations for ensuring periodic assessments of the
critical devices and applications are taking place, security weaknesses are identified and they are
patched. Ideally, this program is not only limited to VAPT but also comprises, the below
mentioned activities. Above listed activities, generally follow a common phase wise approach.
All activities pass through below given phases to complete their cycle (Raunak, 2017; Salvi,
2016).

Role of Block chain in preventing ransom ware

Ablock chainis a growing list of records, called blocks that are linked together
using cryptography. It’s also described as a "trustless and fully decentralized peer-to-
peer immutable data storage" that is spread over a network of participants often referred to
as nodes. Each block contains a cryptographic hash of the previous block, a timestamp, and
transaction data (generally represented as a Merkle tree). The timestamp proves that the
transaction data existed when the block was published in order to get into its hash (Richardson,
2017; Mohurle, 2017). As blocks each contain information about the block previous to it, they
form a chain, with each additional block reinforcing the ones before it. Therefore, block chains
are resistant to modification of their data because once recorded, the data in any given block
cannot be altered retroactively without altering all subsequent blocks Block chains are typically
managed by a peer-to-peer network for use as a publicly distributed ledger, where nodes
collectively adhere to a protocol to communicate and validate new blocks. Although block chain
records are not unalterable as forks are possible, block chains may be considered secure by
design and exemplify a distributed computing system with high Byzantine fault tolerance
(Popoola, 2017; Niture, 2020).
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Figure 20: Block chain node communication

The above artifact showed a propagation of the blocks across the network nodes and the time
taken for the same to do so. Because of its decentralized mode of operation, it also acts as a
preventive layer for ransom ware attack, in a way, where if an attacker tries or succeeds in
compromising the integrity of a block, automatically the connection is rolled back in itself, which
will automatically stop the manifestation of the attack, which makes it more “trustless”.

Conclusions and Future Scope
From the above analysis, we wanted to imply that all attacks are different and there by their
treatment should also differ. Generalization of threat and attack management techniques has
played in making the organizations vulnerable in front of the attackers, who everyday are
becoming more and more clever and sophisticated.
Having said so, there are some pointers which will always remain static even if, others change

1. Knowledge about the working of your operating system, will always help in defining and
implementing more relevant security controls than overloading the same
Depend on internal controls than depending upon technologies
Detect abnormal patterns and work proactively
Don’t harden superficially but harden from the core

5. Identify the data travel points and implement the safeguarding controls around them
Our framework, spans across all the aspects of an operating platform, indicating the best usage of
the same and we ensure that, if implemented in a proper way, it will effectively prevent from any
attacks from hitting any system. As we understand that, there are lot of undiscovered areas, where
research can be done and hence, we would like to extend our research to non-window platforms
to study with the potentiality of impact through these kind of malwares.

o
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